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Existing network and perimeter based security is insufficient

Q Host_based IDS =

84% of breaches exploit vulnerabilities in the application layer
Yet the ratio of spending between perimeter security and application security is 23-to-1

- Gartner Maverick Research: Stop Protecting Your Apps; It's Time for Apps to Protect Themselves (2014)
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The number of apps is growing

Increasing platforms and complexity ...many delivery models

Monitoring / Protecting
Production Software

?

= ===

ol Securing legacy \/

Certifying new

applications releases
Legacy Software Demonstrating Compliance
Procuring secure software
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Outsourced Commercial

Open Source
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A reactive approach to AppSec is inefficient and expensive

The Problem

Costs and incidence of attacks
are high and growing.

The ROI
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Average cost of cyber Number of successful attacks IT deploys the
crime per company: per year per company: insecure software
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Customer Challenges
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Difficult to
Train and
Retain Staff
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Constantly
Changing
Environment
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Fortify on Demand Overview
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HPE Security Fortify on Demand
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Cloud-based Portal

Single interface to manage your entire application security program

Stalic 18)

Easily identify and
prioritize where to
take action.

2 DUSINESS UNIT

Easily track which of

your applications are
passing or failing
your security policy

3 COMPLIANCE REQUIREMENT
2 DYNAMIC SCAN STATUS

» PASS/EAIL

2 REGION
» STARRATING
> STATIC SCAN STATUS

> SCANTYPE

» DATE RANGE
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Customize your data view
with application attributes
you define (business unit,
region, etc.).

Each application is rated
onascalefromlto5. A
rating of 1 means the
application has critical
vulnerabilities, while 5
means it's secure

You decide the
appropriate criticality
levels for your business.



Application testing flexibility

Only vendor with a hybrid delivery model

On Demand On Premise

HP Fortify on Demand HP Fortify SCC
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How we’'re different

\
‘ Scans are backed by SLAs with financial penalties

\
‘ We assign a Technical Account Manager to every account — at no additional cost
\

‘ Mobile Reputation testing and database — free to all customers
/

‘ Multiple global datacenters — 24/7 global support

[

‘ Only provider to offer both “on-demand” and on premise solutions
/
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Managing Your
Application Security Program
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Six steps to managing the risk within your organization

02

Multiple levels of testing

01

DIS(_:OVGI'y and Discovery and monitoring
Perimeter of external assets around

. . the perimeter of your
Monitoring organization

professionals to align to the
SDLC

designed to meet the speed Application Security
for developers and security Assessments

Upon completion of

Continued education
through CBT’s available o testing — providing the
Educate in the FOD Portal. ability to communicate

results as well as, move
your results data to
\@rious 3 party systems:

05

Integration with

Appllcatlon AppDefender to provide

Protection immediate protection for
deployed applications

Advanced reporting options
with a flexible interface.

Communicate

Questions? Please contact lizi@mobiuspartners.com or call 281.469.380L




Digital Discovery and Perimeter Monitoring

Discover and

Monitor Assessment Communicate Report Protect

Educate

Digital Asset Discovery Process (F) owsons sopctors v et
Applications
» Create risk ranked inventory of on-line -
applications 7 1 —

* Web, Facebook, mobile
* In-house developed, out-sourced, third-
party
» Basic risk categorization
+ Lightweight vulnerability scan of all applications
+ See what the script-kiddies see
+ Establish the business case
« Gain executive sponsorship

3 =

Don’t wait for a breach
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Web Application Assessment Solutions

Discover and

Monitor Assessment Communicate Report Protect Educate

Service Levels

+ Static

« Award winning static analysis solution
* Dynamic

* Basic * =

« Standard e - SOOI e NN

*  Premium e - * L\
« Mobile * Rt

.+ Basic | :"

. Stand.ard — .

*  Premium e > 8 e =

s » | an o]

Consumption Models o > IR * [ — §

» Single Scan (One scan plus remediation)
» Subscription (Unlimited annual scans)
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Static Testing
Reduce security by building better software

— Supports over 22 coding languages, most comprehensive
static analyzer on the market

— 90% of scans completed in less than 24 hours (48hr SLO) S I m p I e to use

— Unlimited file size at no additional charge or change in

SLO
— Source, byte and binary scanning >
L

— Fits naturally into the development process with IDE, build
server and other plug-ins integration.

Upload Test Review

— False positive removal
— Incorporates Sonatype open source component analysis SNET VSOt

for Java and .NET applications N E-l— —ffjth
C/C++

RubyJavaHTML
e PHP o™
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Dynamic Testing
For QA and Production Testing — just point us at your URL

App Risk Level Lc?w . LDefT o . e
Marketing Site Personally Identifiable Credit card / SSN
Automated Scan v v v
False Positive Removal v v v
Remediation Scan v v v
Manual Testing v v
Business Logic Testing v
Web Services v
Static Analysis/IAST/ Security Scope v

—
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Mobile Testing

Risk/Test Level qu sl e Sensitive
Marketing App Personally Identifiable Credit card / SSN

Automated Binary - Client v v
Source Code - Client v v
Manual Binary — Client v v
Network v v
Reputation/Behavioral Analysis v v
Server: Web Services - Dynamic v v
Server: Web Services — Source Code v
Turnaround 1-2 Days 1-2 Days 5 Days

Standard and Premium Cover all Categories of OWASP Mobile Top 10 2014

—
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Integrations and Advanced Reporting

Discover and

Monitor

Communication

Powerful Reporting Engine
From Executive Summary to Full Details
PCI, OWASP, etc.

—

Hybrid model

Assessment

Vendor Management Capabilities

Out-of-the-box integrations (Jenkins, ALM, AppDefender, WAFs)
Powerful Restful API for additional integrations and data export

Easy to create reports

Communicate

Use existing templates or create-your-own
3rd Party application reporting

Hewlett Packard
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Report

Protect Educate
Executive Summary
Company: e o - FEO Fartify Security Rating
Project: DA *-s:r-ﬂr-ﬂr-ﬂr
Vi van e
Dynamic Analysis D 11812013 30800 P gz W ok
pplicaton Type: Partl N_m"::"!' Appltcation Comporard

Risk Totals by Severity
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Most Prevelant Issues (by Category)
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Powerful reporting and remediation guidance

Insightful Dashboard Detailed Reports Collaboration
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Application Protection

Discover and

Monitor Assessment Communicate

Application Self Protection

+ AppDefender to be integrated directly into FOD

* Quick protection against attacks from within your
application

» Easy identification of top vulnerability events by
criticality

» Accurate results from within application logic and
data flows
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Report Protect Educate

@ Application Defender

FLTEREY. ANRSK Groups v 30 Minutes v Reset All Filters.

@ Monitored Issues

Threat Timeline FLTERDY: ANCategories v ANlSeverities v

21
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Role-based Secure Development Training

Discover and

Monitor Assessment Communicate Report Protect Educate

Role-based Training

— Developers E Secure Coding in Java [Help || Glossary | RSN _

— N ET’ Java’ C/C++, PHP Security for Web Applications: Web Browsers are Completely Open and Insecure

— Mobile Developers ‘Sacuty for Wab Applieato
— i0S & Android i

P . t M « Objectives
rOJeC anagers -] Hide Transcript
& & ~
-_ QA Other options include using proxy
tools. These tools, such as the
. ) OWASP's WebScarab, run on the
eLearning alizckar’s i i Waeve g ol
. = requests and responses between
the browser and the server. Proxy
- LOW COSt tools give the attacker great

flexibility in how they modify their

requests and allow for the

— EaSIGI' tO SCthUle N | e Request ‘] ‘ automation of attacks.

:.' -

— Highly-scalable
Response

— Easy to manage Proxy
— Easy to enforce

L:fm » " — q | Neximd | [T3
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HPE Security Fortify on Demand
The right choice

Won't Slow Development Robust Analysis Software Security Assurance
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Dan Schulte (St. Louis Cardinals Fan)
MBA/CISSP/CISM/CEH/CCSK
HP Security Strategist
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Cardinals cyberattack on the Astros

The attack is the first known case of corporate espionage in professional sports.

Intellectual Property

Mr. Luhnow was a Cardinals executive, primarily handling scouting and player development. One of many
innovative thinkers drawn to the sport by the statistics-based “Moneyball” phenomenon, he was credited
with building baseball’s best minor league system, and with drafting several players who would become
linchpins of that 2011 Cardinals team.

The Astros hired Mr. Luhnow as general manager in December 2011, and he quickly began applying his
unconventional approach to running a baseball team. In an exploration of the team’s radical
transformation, Bloomberg Business called it “a project unlike anything baseball has seen before.”

It contained the Astros’ “collective baseball knowledge,” according to a Bloomberg Business
article published last year. The program took a series of variables and weighted them “according to the
values determined by the team’s statisticians, physicist, doctors, scouts and coaches,”

—
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What can we do now?

The new battlefield Patch or perish
Vanishing perimeter Back to the basics

Perimeter in your pocket Unintended consequences

Defending interactions

between users, apps, and DATA Vendor transparency

—

Hewlett Packard
Enterprise Confidential 27

Questions? Please contact lizil@mobiuspartners.com or call 281.469.380L



What can we do now?

Monetization of DATA Shifting politics

N\
> kel

Ransomware Cross-border agreements
ATM-malware Privacy protection
Banking Trojans Protect our DATA
—
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Successfully exploited vulnerabilities

29% used 2010 Stuxnet
infection vector

M CVE-2010-2568
B CVE-2012-6422
M CVE-2014-6332
Five repeat offenders
M CVE-2010-0188 Top 10 are >1 yr old
CVE-2009-3129 70% > 3 yrs old
W CVE-2012-1723

CVE-2010-1297
B CVE-2012-0158

CVE-2010-3301 Adobe Flash accounts
B CVE-2014-0503 for 29% of malware
B Others samples

—
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'n .
2 4 3 + Average time bad guys are
Eﬂ dayS inside before detection

2014 .. .March April May June July August September October November December 2015 January February March...

of breaches Since 2009, time to resolve

Average Remediation
occur at the 84% an attack has grown g -

UK 30 days (25in2014)
application

o Global 46 days (43in2014)
layer 2 2 0 /0

o of breaches 23% ROl Security Intelligence {.!
94 /0 are reported @"‘ "' 21% Rrol Encryption Technology

by a 3rd party o
0 /o ROl Advanced controls
Erverprise — UTM, NGFW, IPS
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You need a set of core beliefs and principles HewlattPackard
Here are ours Enterprise

Protection must be built into the fabric of the digital ecosystem

Security is intended to protect and enable the business

Guiding Protect what matters most to you and the attackers:

. your apps, users, data & the interactions between them
Principles

Every organization is unique: there is no one size fits all security program.
But there are common, foundational components

Questions? Please contact lizi@mobiuspartners.com or call 281.469.380L



Build Security into the fabric of your organization

Hewlett Packard
Enterprise

Build it In i Recover it Fast
Prevent Detect & Respond Recover
* HPE Security Data Security HPE Security ArcSight « HPE Security Services
* HPE Security Fortify HPE User Behavior Analytics + IM&G, EG and Technology Services

* HPE Aruba ClearPass HPE DNS Malware Analytics

HPE Threat Central

End-to-End
Data
Protection

[

Software
Security
Assurance

Questions? Please contact lizi@mobiuspartners.com or call 281.469.380L

Security Intelligence Automation Backup, Recovery, Archiving &

Global Incident Response

[
g Technology

Consulting
Managed Services



Protect your data

500BC - Rearrangement of position of leters
within text - Spartan use of the Skytake
ABCD SOBC - Shifted letters by a fimed number in

I 800°s - Anah
B.l! Cipher text, ¢
\: abc Al-King

the frequency of letters in
tied to Arab pheiosopher

. 1460°s - Lise of multiple Mphabet substitutions

sees per letter in & text, credited 1o Ralan scholar
M'cu"y k_ _) Leon Alberti

Jefferson Wheel

1780's - A polysiphabetic cipherusing 26
cylinders with alphabets on 3 spindle. created
by Thomas Jefferson

i«  ® Enigma Machine

1920 - Very sophisticated letter switching
machine, created by Arthur Scherbius forthe
b A German Amy

ao! LTI ® Cryptologic Bombe .
mo Il 1540 - Designed to crack the Enigma Machine's

® T diaity setting: ated by Alan Turing and
... L ] m’ Ceard on Wel

W

1977 - Digital encryption standsrd published by
the National Bureau of Standards

% ® Data Encryption Standard 56 (DES 56)

0101 ® Advanced Encryption Standard (AES)

2001- Variants of either 128, 192, 2556 bit digital encryptio
developed by Joan Daemen and Yincent Rimen chosen as the new
standard by the National Institute of Standards and Technalogy

CREDIT CARD

Credit Card
002 3456 7490 0000
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Bank Account
A00N2982K-22

2724 9283 2943 2838

982-28-7723

709G9242H-35

BjuYEG2W% UW]aks&
dDFeruga2345MWEL

ja&2924kUEFE5%0a
rolugDF2390732KNg

Hiu87NMko2 AKulo{3
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Build protection in

. . : o HewlettPackard
Data Protection Across Private Cloud, Public Cloud and Traditional IT  Enterprise

Traditional Security Data-centric Security

Data and apps . Data and apps
Middleware . 0 Middleware
&
o))
)
Database . § Database
O
(7]
8
®
File systems . = File systems
Storage l Storage

Protection while at rest, motion and in use

Questions? Please contact lizi@mobiuspartners.com or call 281.469.380L



Global Automative Manufacturer

Business Need

Customer need to analyze real time data from
vehicles, merged with large customer data sets.
Reduce recall impact, enhance customer service

Massive scale: Vehicles emitting 1-2 billion
transactions per day — includes location data, VIN
data, personal data

Real time ingestion into Hadoop wit Flume, Data
merges with IBM DataStage

Complex EDW “2.0” ecosystem — IBM Biglnsights
Hadoop, Teradata

Analysts using Cognos, QlikView, Custom Bl Tools

Dynamic access to live data for investigations via
Teradata, Cognos and other tools required after
analysis

HP SecureData Platform for Teradata, Hadoop,
Open Systems

Protecting multiple fields- GPS data, Vehicle data,
sensor data, engine data, personal behavior data,
accident databases, and under one EDW 2.0
platform

HP SecureData integrated into Flume for
automatic dynamic de-identification of data on
real-time ingest — live feeds

Full referential integrity from FPE across all
systems

Teradata and Hadoop UDFs for dynamic access
to live data

ODBC/JDBC real-time re-identification in Bl tools

Hewlett Packard
Enterprise

Enables Data scientists to operate on de-
identified data — reduced risk and
compliance

FPE referential integrity preservation allows
analytics across Teradata, Hadoop, Cognos
etc. to be on de-identified data

Plug and play for data science and Bl tools
—no app changes

Enables manufacturer to see real-time
behavior of customers and vehicles without
privacy and breach risks

Questions? Please contact lizi@mobiuspartners.com or call 281.469.380L



HPE Security — Data Security Hewlett Packard

Enterprise

A leading expert in data-centric encryption and
tokenization solutions for 1,100 of the world’s foremost
enterprises:

Selected customers:

C iInmar % Columbia

@ Sportswear Company

» 8 of the 10 top U.S. banks

» 6 of the 7 top U.S. payment processors 1

« Top 5 global Internet retailers @Zﬂo enV|ShL9mr; . PCI

« Top 5 auto manufacturers / energy club Group CUNA P . Pl

« U.S. Tier 1 home improvement retailer BAN MUTUAL « Analytics

« Fortune 50 healthcare benefits providers W ¥ % |GROUP « Test Data

» Global leaders in retail, insurance, healthcare and ASSET MamsccReT * Cloud
telecommunications 2

o;;‘j‘ Heartland

* Over 70 million HPE SecureMail users worldwide l«‘ A PR

“With HPE SecureData and HPE SecureData Web, our '
onsite QSA audit went from two weeks to three days, ﬁ%}m alleglantﬂ_,
with remediation expenses shrinking by 50%, saving us

over $1 million annually.”

Global Internet Retailer And many more...
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